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Abstract. Computer vision has witnessed several advances in recent
years, with unprecedented performance provided by deep representation
learning research. Image formats thus appear attractive to other fields
such as malware detection, where deep learning on images alleviates the
need for comprehensively hand-crafted features generalising to different malware variants. We postulate that this research direction could
become the next frontier in Android malware detection, and therefore
requires a clear roadmap to ensure that new approaches indeed bring
novel contributions. We contribute with a first building block by developing and assessing a baseline pipeline for image-based malware detection
with straightforward steps.
We propose DexRay, which converts the bytecode of the app DEX files
into grey-scale “vector” images and feeds them to a 1-dimensional Convolutional Neural Network model. We view DexRay as foundational due to
the exceedingly basic nature of the design choices, allowing to infer what
could be a minimal performance that can be obtained with image-based
learning in malware detection.
The performance of DexRay evaluated on over 158k apps demonstrates
that, while simple, our approach is effective with a high detection rate
(F1-score = 0.96). Finally, we investigate the impact of time decay and
image-resizing on the performance of DexRay and assess its resilience
to obfuscation.
This work-in-progress paper contributes to the domain of Deep Learning based Malware detection by providing a sound, simple, yet effective
approach (with available artefacts) that can be the basis to scope the
many profound questions that will need to be investigated to fully develop this domain.
Keywords: Android Security · Malware Detection · Deep Learning
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Introduction

Automating malware detection is a key concern in the research and practice
communities. There is indeed a huge number of samples to assess, making it chal-
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lenging to consider any manual solutions. Consequently, several approaches have
been proposed in the literature to automatically detect malware [1–4]. However,
current approaches remain limited and detecting all malware is still considered
an unattainable dream. A recent report from McAfee [5] shows that mobile malware has increased by 15% between the first and the second quarter of 2020.
Moreover, Antivirus companies and Google, the official Android market maintainer, have disclosed that malware apps become more and more sophisticated
and threaten users’ privacy and security [6–8].
To prevent the spread of malware and help security analysts, researchers have
leveraged Machine Learning approaches [9–15] that rely on features extracted
statically, dynamically, or in an hybrid manner. While a dynamic approach extracts the features when the apps are running, a static approach relies exclusively
on the artefacts present in the APK file. As for hybrid approaches, they combine both statically and dynamically retrieved features. Both static and dynamic
approaches require manual engineering of the features in order to select some
information that can, to some extent, approximate the behaviour of the apps.
Also, the hand-crafted features might miss some information that is relevant
to distinguish malware from benign apps. Unfortunately, good feature engineering remains an open problem in the literature due to the challenging task of
characterising maliciousness in terms of app artefacts.
Recently, a new wave of research around representation of programs/software
for malware detection has been triggered. Microsoft and Intel Labs have proposed STAMINA1 , a Deep Learning approach that detects malware based on
image representation of binaries. This approach is built on deep transfer learning from computer vision, and it was shown to be highly effective in detecting
malware. In the Android research community, image-based malware detection
seems to be attractive. Some approaches have investigated the image representation of the APK’s code along with deep learning techniques. However, they
have directly jumped to non-trivial representations (e.g., colour) and/or leveraged complex learning architectures (e.g., Inception-v3 [16]). Furthermore, some
supplementary processing steps are applied which may have some effects on the
performance yielded. Besides, they create square or rectangular images, which
might distort the bytecode sequences from the DEX files, therefore at the same
time losing existing locality and creating artificial locality. Indeed, given that
the succession of pixels in the image depends on the series of bytes in the DEX
files, converting the bytecode to a “rectangular” image can result in having patterns that start at the end of a line (i.e., row of the image) and finish at the
beginning of the next line in the image. Moreover, related approaches leverage
2-dimensional convolutional neural networks, which perform convolution operations that take into consideration the pixels in the 2-d neighbourhood using
2-d kernels. Since there is no relationship between pixels belonging to the same
column (i.e., pixels that are above/below each others) of a “rectangular” image
1
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representation of code, the use of 2-d convolutional neural networks seems to be
inappropriate.
Image-based representation is, still, a sweet spot for leveraging advances in
deep learning as it has been demonstrated with the impressive results reported
in the computer vision field. To ensure the development of the research direction within the community, we propose to investigate a straightforward “vector”
image-based malware detection approach leveraging both a simple image representation and a basic neural network architecture. Our aim is to deliver a foundational framework towards enabling the community to build novel state-of-the-art
approaches in malware detection. This paper presents the initial insights into the
performance of a baseline that is made publicly available to the community.
Our paper makes the following contributions:
– We propose DexRay, a foundational image-based Android malware detection approach that converts the sequence of raw byte code contained in
the DEX file(s) into a simple grey-scale “vector” image of size (1, 128*128).
Features extraction and classification are assigned to a 1-dimensional-based
convolutional neural network model.
– We evaluate DexRay on a large dataset of more than 158k malware and
goodware apps.
– We discuss the performance achievement of DexRay in comparison with
prior work, notably the state-of-the-art Drebin approach as well as related
work leveraging APK to image representations.
– We evaluate the performance of DexRay on detecting new malware apps.
– We investigate the impact of image-resizing on the performance of DexRay.
– We assess the resilience of DexRay and Drebin to apps’ obfuscation.
– We make the source code of DexRay publicly available along with the
dataset of apps and images

2

Approach

In this section, we present the main basic blocks of DexRay that are illustrated
in Fig. 1. We present in Section 2.1 our image representation process which
covers step (1.1) and (1.2) in Fig. 1. As for step (2), it is detailed in Section 2.2
2.1

Image representation of Android apps

Android apps are delivered in the form of packages called APK (Android Package) whose size can easily reach several MB [17]. The APK includes the bytecode
(DEX files), some resource files, native libraries, and other assets.
(1.1) Bytecode extraction: Our approach focuses on code, notably the
applications’ bytecode, i.e., DEX files, where the app behaviour is supposed to
be implemented.
(1.2) Conversion into image: Our straightforward process for converting
DEX files into images is presented in Fig. 2. We concatenate all the DEX files
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Fig. 1. DexRay basic building blocks.
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Fig. 2. Process of image generation from dalvik bytecode. ¶: bytecode bytes’ vectorisation; ·: Mapping bytes to pixels.

present in the APK as a single byte stream vector (step ¶ in Fig. 2). This vector
is then converted to a grey-scale “vector” image by considering each byte as an
8-bit pixel (step · in Fig. 2). Given that apps can widely differ in their code
size, the size of the resulting “vector” images is also different. Note that the size
of our “vector” image representation refers to the width of the image, since its
height is 1. To comply with the constraints [18] of off-the-shelf deep learning
architectures for images, we leverage a standard image resizing algorithm2 to
resize our “vector” images to a fixed-size. For our experiments, we have selected a
size of (1, 128x128). We also investigate the impact of resizing on the performance
of DexRay in Section 4.3.
We remind that related image-based Android malware detectors leverage a
“rectangular” image representation, which might destroy the succession of bytes
in the DEX files (i.e., the succession of pixels in the rectangular image). Moreover, this representation usually requires padding to have a rectangular form of
the image. The complete procedure that shows the difference between our “vector” image and related approaches “rectangular” image generation is detailed in
Algorithm 1 and Algorithm 2 respectively. While there is more advanced “rectangular” image representations, Algorithm 2 shows an illustration with a basic
“square” grey-scale image of size (128, 128).

Comparing the two Algorithms, we can notice that our image representation
is very basic since it uses the raw bytecode “as it is”, without any segmentation
or padding needed to achieve a “square” or “rectangular” form of the image.
In the remainder of this paper, we use “image” to refer to our “vector” image
representation of code.
2
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Algorithm 1: Algorithm describing 8-bit grey-scale “vector” image generation from an APK
Input: APK file
Output: 8-bit grey-scale “vector” image of size (1, 128x128)
bytestream ← ∅
for dexFile in APK do
bytestream ← bytestream + dexFile.toByteStream()
end
l ← bytestream.length()
img ← generate8bitGreyScaleVectorImage(bytestream, l)
img.resize_to_size(height=1, width=128x128)
img.save()

Algorithm 2: Algorithm describing 8-bit grey-scale “square” image generation from an APK
Input: APK file
Output: 8-bit grey-scale “square” image of size (128, 128)
bytestream ← ∅
for dexFile in APK do
bytestream ← bytestream + dexFile.toByteStream()
end
l ← bytestream.length()
√
sqrt ← d le
sq ← sqrt2
while bytestream.length() 6= sq do
bytestream ← bytestream + "\x00" // padding with zeros
end
// At this point, bytestream is divided in sqrt part of length sqrt
// In other words, it is represented as a sqrt × sqrt matrix
img ← generate8bitGreyScaleSquareImage(bytestream, sqrt)
img.resize_to_size(height=128, width=128)
img.save()

2.2

Deep Learning Architecture

Convolutional Neural Networks (CNN) are specific architectures for deep learning. They have been particularly successful for learning tasks involving images
as inputs. CNNs learn representations by including three types of layers: Convolution, Pooling, and Fully connected layers [19]. We describe these notions in
the following:
– The convolution layer is the primary building block of convolutional neural
networks. This layer extracts and learns relevant features from the input images. Specifically, a convolutional layer defines a number of filters (matrices)
that detect patterns in the image. Each filter is convolved across the input
image by calculating a dot product between the filter and the input. The filters’ parameters are updated and learned during the network’s training with
the backpropagation algorithm [20, 21]. The convolution operation creates
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feature maps that pass first through an activation function, and then they
are received as inputs by the next layer to perform further calculation.
– A pooling layer is generally used after a convolutional layer. The aim of this
layer is to downsize the feature maps, so the number of parameters and the
time of computation is reduced [22]. Max pooling and Average pooling are
two commonly used methods to reduce the size of the feature maps received
by a pooling layer in CNNs [23].
– In the Fully connected layer, each neuron is connected to all the neurons
in the previous and the next layer. The feature maps from the previous
convolution/pooling layer are flattened and passed to this layer in order to
make the classification decision.

Among the variety of Deep-Learning architectures presented in the literature, CNNs constitute a strong basis for deep learning with images. We further
propose to keep a minimal configuration of the presented architecture by implementing a convolutional neural network model that makes use of 1-dimensional
convolutional layers. In this type of layers, the filter is convolved across one
dimension only, which reduces the number of parameters and the time of the
training. Also, 1-d convolutional layers are the best suited for image representation of code since the pixels represent the succession of bytecode bytes’ from the
apps. The use of 1-d convolution on our images can be thought of as sliding a
convolution window over the sequences of bytes searching for patterns that can
distinguish malware and benign apps.
We present in Fig. 3 our proposed architecture, which contains two 1-dimensional
convolutional/pooling layers that represent the extraction units of our neural
network. The feature maps generated by the second max-pooling layer are then
flattened and passed to a dense layer that learns to discriminate malware from
benign images. The second dense layer outputs the detection decision.
Feature
map

Filters

Malware
if X ≥ 0.5
X

Goodware
if X ≤ 0.5

Dense layers
Input

Convolution

MaxPooling

Convolution

Feature Learning

MaxPooling

Flatten

Output

Classification

Fig. 3. Our Convolutional Neural Network architecture
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Study Design

In this section, we first overview the research questions that we investigate.
Then, we present the datasets and the experimental setup used to answer these
research questions.
3.1

Research Questions

In this paper, we consider the following four main research questions:
–
–
–
–
3.2

RQ1: How effective is DexRay in the detection of Android malware?
RQ2: How effective is DexRay in detecting new Android malware?
RQ3: What is the impact of image-resizing on the performance of DexRay?
RQ4: How does app obfuscation affect the performance of DexRay?
Dataset

Initial Dataset. To conduct our experiments, we collect malware and benign
apps from AndroZoo [17] which contains, at the time of writing, more than 16
million Android apps. AndroZoo crawls apps from several sources, including
the official Android market Google Play3 . We have collected AndroZoo apps
that have their compilation dates between January 2019 and May 2020. Specifically, our dataset contains 134 134 benign, and 71 194 malware apps. Benign
apps are defined as the apps that have not been detected by any antivirus from
VirusTotal4 . The malware collection contains the apps that have been detected
by at least two antivirus engines, similarly to what is done in DREBIN [9].
Obfuscation process. In our experiments, we further explore the impact of app
obfuscation. Therefore, we propose to generate obfuscated apps, by relying on
the state-of-the-art Android app obfuscator Obfuscapk5 [24]. This tool takes
an Android app (APK) as input and outputs a new APK with its bytecode obfuscated. The obfuscation to apply can be configured by selecting a combination
of more than 20 obfuscation processes. These obfuscation processes range from
light obfuscation (e.g., inserting nop instructions, removing debug information,
etc.) to heavyweight obfuscation (e.g., replacing method calls to reflection calls,
strings encryption, etc.).
To evaluate our approach’s resiliency to obfuscation, we decided to use seven
different obfuscation processes: (1) renaming classes, (2) renaming fields, (3) renaming methods, (4) encrypting strings, (5) overloading methods, (6) adding call
indirection, (7) transforming method calls with reflection6 . Thus, the resulting
APK is considered to be highly obfuscated. Since Obfuscapk is prone to crash,
we were not able to get the obfuscated version for some apps.
3
4
5
6
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We generate the images for the non-obfuscated dataset (the apps downloaded
from AndroZoo), and the obfuscated samples. The image generation process
is detailed in Section 2.1.
Since we compare our method with Drebin’s approach, we have also extracted Drebin’s features from the exact same apps we use to evaluate our approach. In our experiments, we only consider the apps from the non-obfuscated
and the obfuscated datasets for which we have (a) successfully generated their
images, and (b) successfully extracted their features for Drebin. Consequently,
our final dataset contains 61 809 malware and 96 994 benign apps. We present
in Table 1 a summary of our dataset.
Table 1. Dataset summary
Initial Set
Removed because of obfuscation failure
Removed because of Image generation failure
Removed because of DREBIN extraction failure
Final Set

3.3

malicious apps benign apps
71 194
134 134
9023
34 629
4
2023
358
488
61 809
96 994

Empirical Setup

Experimental validation. We evaluate the performance of DexRay using
the Hold-out technique [25]. Specifically, in all our experiments, we shuffle our
dataset and split it into 80% training, 10% validation, and 10% test. We train our
model on the training dataset, and we use the apps in the validation set to tune
the hyper-parameters of the network. After the model is trained, we evaluate its
performance using the apps in the test set. This process is repeated ten times
by shuffling the dataset each time and splitting it into training, validation, and
test sets. We repeat the Hold-out technique in order to verify that our results
do not depend on a specific split of the dataset.
We set to 200 the maximum number of epochs to train the network, and we
stop the training process if the accuracy score on the validation dataset does
not improve for 50 consecutive epochs. As for the models’ parameters, we use
kernel_size=12, and activation=relu for the two convolution layers, and we
set their number of filters to 64 and 128 respectively. We also use pool_size=12
for the two max-pooling layers, and activation=sigmoid for the two dense layers. The number of neurons in the first dense layer is set to 64. As for the output
layer, it contains one neuron that predicts the class of the apps. We rely on four
performance measures to assess the effectiveness of DexRay: Accuracy, Precision, Recall, and F1-score. Our experiments are conducted using the TensorFlow
library7 .
State-of-the-art approaches to compare with.
Drebin [9]: We compare DexRay against Drebin, the state-of-the-art approach in machine learning based malware detection. Drebin extracts features
7
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that belong to eight categories: Hardware components, Requested permissions,
App components, Filtered intents, Restricted API calls, Used permissions, Suspicious API calls, and Network addresses. These features are extracted from the
disassembled bytecode and the Manifest file. The combination of extracted features is used to create an n-dimensional vector space where n is the total number
of extracted features. For each app in the dataset, an n-dimensional binary vector space is created. A value of 1 in the vector space indicates that the feature
is present in the app. If a feature does not exist in the app, its value is set to
0. Drebin feeds the vectors space to a Linear SVM classifier, and it uses the
trained model to predict if an app is malware or goodware. In this study, we use
a replicated version [26] of Drebin that we run on our dataset.
R2-D2 [27] is an Android malware detector that converts the bytecode of an
APK file (i.e., DEX files) into RGB colour images. Specifically, the hexadecimal
from the bytecode is translated to RGB colour. R2-D2 is a CNN-based approach
that trains Inception-v3 [16] with the coloured images to predict malware. In
their paper, the authors state that their approach is trained with more than 1.5
million samples. However, they do not clearly explicit how many apps are used
in the test nor the size fixed for the coloured images. The authors provide a link
to the materials of their experiment8 , but we could not find the image generator
nor the original apps used to evaluate their approach in Section IV-C of their
paper. Only the generated images are available. As a result, we were unable to
reproduce their experiment to compare with our model. Instead, we compare
directly with the results reported in their paper.
Ding et al. [28] proposes to convert the DEX files into (512, 512) grey-scale
images in order to feed them to a deep learning model. The authors experiment with two CNN-based models: The first one, we note Model1, contains four
convolutional layers, four pooling layers, a fully-connected hidden layer, and a
fully-connected output layer. Model2, which is the second model, has the same
architecture as Model1 but with an additional high-order feature layer that is
added just after the first pooling layer. Basically, this layer contains the multiplication of each two adjacent feature maps from the previous layer, as well as
the feature maps themselves. Since neither the dataset nor the implementation
of Ding et al.’s models is publicly available, we also rely on the results reported
in Ding et al.’s manuscript.

4

Study Results

4.1

RQ1: How effective is DexRay in the detection of Android
malware?

In this section, we assess the performance of DexRay on Android malware
detection. We consider the performance against a ground truth dataset (the nonobfuscated apps introduced in Section 3.2) as well as a comparison against prior
8
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approaches. We rely on the experimental setup presented in Section 3.3 and we
test the performance of DexRay on 15 880 apps (10% of the non-obfuscated
apps).
We report in Table 2 the scores as the average of Accuracy, Precision, Recall,
and F1-score.
Table 2. Performance of DexRay against Drebin on our experimental dataset

DexRay
Drebin

Accuracy Precision Recall F1-score
0.97
0.97
0.95
0.96
0.97
0.97
0.94
0.96

Overall, as shown in Table 2, DexRay reaches an average score of 0.97,
0.97, 0.95, and 0.96 for Accuracy, Precision, Recall, and F1-score respectively.
The reported results show the high effectiveness of DexRay in detecting Android malware. We further compare the performance of DexRay against three
Android malware detectors in the following.
Comparison with Drebin. To assess the effectiveness of DexRay, we compare our results against a state-of-the-art Android malware detector that relies
on static analysis: Drebin. Specifically, we evaluate Drebin using the same exact non-obfuscated apps we use to evaluate DexRay, and the same experimental
setup described in Section 3.3. Moreover, we use the same split of the dataset for
the Hold-out technique to evaluate the two approaches. We report the average
of Accuracy, Precision, Recall, and F1-score of Drebin’s evaluation in Table 2.
We notice that Drebin and DexRay achieve the same Accuracy, Precision,
and the F1-score. As for the Recall DexRay slightly outperforms Drebin with
a difference of 0.01.
Table 3. Authors-reported performance of R2-D2 and Ding et al. on different and
less-significant datasets

DexRay
R2-D2
Ding et al.-Model 1
Ding et al.-Model 2

Accuracy Precision Recall F1-score
0.97
0.97
0.95
0.96
0.97
0.96
0.97
0.97
0.94
0.93
0.95
0.94
-

Comparison against other Image-based malware detection Approaches.
We present in Table 3 the detection performance of R2-D2 and Ding et al.’s
approaches as reported in their original publications. We note that DexRay and
these two approaches are not evaluated using the same experimental setup and
dataset. Specifically, R2-D2 is trained on a huge collection of 1.5 million apps,
but it is evaluated on a small collection of 5482 images. In our experiments,
we have conducted an evaluation on 15 880 test apps. We note that we have
inferred the size of the test set based on R2-D2 publicly available images. Also,
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the scores we report for DexRay are the average of the scores achieved by ten
different classifiers, each of which is evaluated on different test samples. R2-D2
scores are the results of a single train/test experiment which makes it difficult
to properly compare the two approaches.
Similarly, Ding et al.’s experiments are conducted using the cross-validation
technique, and both Model1 and Model2 are trained and evaluated using a small
dataset of 4962 samples. Overall, we note that in terms of Recall, Precision and
Accuracy, DexRay achieves performance metrics that are on par with prior
work.
RQ1 answer: DexRay is a straightforward approach to malware detection
which yields performance metrics that are comparable to the state of the
art. Furthermore, it demonstrates that its simplicity in image generation
and network architecture has not hindered its performance when compared
to similar works presenting sophisticated configurations

4.2

RQ2: How effective is DexRay in detecting new Android
malware?

Time decay [29] or model ageing [30] refers to the situation when the performance
of ML classifiers drops after they are tested on new samples [31]. In this section,
we aim to assess how does model ageing affect the performance of DexRay.
Specifically, we investigate if DexRay can detect new malware when all the
samples in its training set are older than the samples in its test set—a setting
that Tesseract authors called Temporally consistent [29]. To this end, we split
our dataset into two parts based on the date specified in the DEX file of the
apps. The apps from 2019 are used to train and tune the hyper-parameters of the
model, and the apps from 2020 are used for the test. The training and validation
datasets consist of 113 951 and 28 488 apps respectively (i.e., 80% and 20% of
2019 dataset). As for the test dataset, it contains 16 364 malware and benign
apps from 2020. We report our results on Table 4.
Table 4. Impact of model ageing on the performance of DexRay

DexRay results from RQ1
DexRay (Temporally Consistent)

Accuracy Precision Recall F1-score
0.97
0.97
0.95
0.96
0.97
0.97
0.98
0.98

We notice that DexRay detects new malware apps with a high detection
rate. Specifically, it achieves detection scores of 0.97, 0.97, 0.98, 0.98 for Accuracy, Precision, Recall, and F1-score respectively. Compared to its effectiveness
reported in RQ1 in Section 4.1, we notice that DexRay has reported higher
Recall in this Temporally consistent experiment. This result could be explained
by the composition of the malware in the training and test set. Indeed, malicious
patterns in the test apps have been learned during the training that contains
a representative set of Android malware from January to December 2019. The
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high performance of DexRay on new Android apps demonstrates its ability to
generalise and its robustness against model ageing.
In this experiment, it is not possible to use the 10-times Hold-out technique
because we only have one model trained on apps from 2019 and tested on new
apps from 2020. To conduct an in-depth evaluation of the detection capabilities
of this model, we also examine the receiver operating characteristic (ROC) curve.
The ROC curve shows the impact of varying the threshold of the positive class on
the performance of the classifier. It can be generated by plotting the true positive
rate (TPR) against the false positive rate (FPR). We present in Figure 4 the
ROC curve of our model.

1.0

True positive rate

0.8
0.6
0.4
0.2
AUC = 0.995

0.0
0.0

0.2

0.4
0.6
False positive rate

0.8

1.0

Fig. 4. ROC curve of DexRay evaluated against time decay

The ROC curve of DexRay further confirms its high effectiveness. As the
area under the curve (AUC) can have a maximum value of 1, our approach has
reached a very high AUC of 0.995.
It is noteworthy to remind that Tesseract [29] reported that Drebin performance was very significantly (negatively) impacted when tested in a Temporally
Consistent setting.
RQ2 answer: DexRay’s high performance is maintained in a Temporally
Consistent evaluation. When tested on new Android apps, our approach has
achieved very high detection performance, with an AUC of 0.995.
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RQ3: What is the impact of image-resizing on the performance
of DexRay?

In this section, we study the impact of image-resizing on the effectiveness of
our approach. As we have presented in Section 2.1, we resort to resizing after
mapping the bytecode bytes’ to pixels in the image. Since the DEX files can have
different sizes, resizing all images to the same size is necessary to feed our neural
network. Resizing implies a loss of information. To better assess the impact of
image-resizing, we evaluate the performance of DexRay using different image
size values. Specifically, we repeat the experiment described in Section 4.1 using
five sizes for our images: (1, 256*256), (1, 128*128), (1, 64*64), (1, 32*32), (1,
16*16). This experiment allows to assess the performance of DexRay over a
large range of image sizes, i.e., from 28 = 256 pixels to 216 = 65536 pixels. We
present our results in Figure 5.

1.00

Accuracy
Precision
Recall
F1-score

0.98

Scores

0.96
0.94
0.92
0.90
(1, 512*512)

(1, 256*256)

(1, 128*128)
(1, 64*64)
Size of images

(1, 32*32)

(1, 16*16)

Fig. 5. The impact of image-resizing on the performance of DexRay

Overall, the size of images is a significant factor in the performance of
DexRay. Unsurprisingly, the general trend is that the performance decreases as
the image size is reduced: We notice that the values of the four metrics are lower
for the three sizes that are smaller than our baseline (1, 128*128), with the worst
performance being obtained with the smallest images. However, increasing the
size from (1, 128*128) to either (1, 256*256) or (1, 512*512) does not improve
the performance.

14

N. Daoudi et al.

RQ3 answer: Image-resizing has a significant impact on the effectiveness of
our approach. While downsizing decreases the evaluation scores values by up
to 5%, increasing the size of our images does not bring significant performance
benefits. Hence (1, 128*128) seems to be the sweet spot of DexRay.

4.4

RQ4: How does app obfuscation affect the performance of
DexRay?

Malware detectors in the literature are often challenged when presented with
obfuscated apps. We propose to investigate to what extent DexRay is affected by
obfuscation. We consider two scenarios where: (1) the test set includes obfuscated
apps; (2) the training set is augmented with obfuscated samples.
Performance on obfuscated apps when DexRay is trained on a
dataset of non-obfuscated apps While our non-obfuscated dataset may contain obfuscated samples, we consider it as a normal dataset for training and we
assess the performance of DexRay when the detection targets obfuscated apps.
Specifically, we conduct two variant experiments to assess whether DexRay can
detect obfuscated malware when: (1) It is tested on obfuscated apps that it has
seen their non-obfuscated version in the training dataset, and (2) It is tested
on obfuscated apps that it has NOT seen their non-obfuscated version in the
training dataset. We consider both the non-obfuscated and the obfuscated samples, and we perform our experiments using the 10-times Hold-out technique
described in Section 3.3.
For the first experiment, the non-obfuscated dataset is split into 90% training
and 10% validation. The test set, which we note Test1, includes all the obfuscated apps. As for the second experiment, we design it as follows: We split the
non-obfuscated dataset into 80% training, 10% validation, and 10% test. The
training and the validation apps are used to train and tune DexRay hyperparameters. We do not rely on the test images themselves, but we consider their
obfuscated versions, which we note Test2. The average scores of the two experiments are presented in Table 5.
We have also evaluated Drebin using the same experimental setup in order
to compare with DexRay. Its results are also presented in Table 5.
Table 5. Performance of DexRay & Drebin on the obfuscated apps
DexRay evaluated on Test1
DexRay evaluated on Test2
Drebin evaluated on Test1
Drebin evaluated on Test2

Accuracy Precision Recall F1-score
0.64
0.64
0.17
0.26
0.64
0.65
0.13
0.22
0.94
0.94
0.91
0.93
0.94
0.93
0.90
0.92

We notice that in the two experiments, DexRay does not perform well on the
obfuscated apps detection. Its scores reported previously in Table 2 for malware
detection have dropped remarkably, especially for the Recall that is decreased
by at least 0.78. The comparison of Drebin’s detection scores in Table 5 and
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Table 2 suggests that its effectiveness is slightly decreased on the obfuscated apps
detection. The scores reported in Table 5 are all above 0.9, which demonstrates
that Drebin’s overall performance on the obfuscated apps is still good. Drebin’s
results can be explained by the fact that it relies on some features that are not
affected by the obfuscation process (e.g., requested permissions).
In the rest of this section, we investigate whether augmenting the training
dataset with obfuscated samples can help DexRay discriminate the obfuscated
malware.
Can augmenting the training dataset with obfuscated samples help
to discriminate malware?
With this RQ, we aim to investigate if we can boost DexRay’s detection via
augmenting the training dataset with obfuscated apps. Specifically, we examine
if this data augmentation can improve: (1) Obfuscated malware detection, and
(2) Malware detection.
We conduct our experiments as follows: We split the non-obfuscated dataset
into three subsets: 80% for the training, 10% for the validation, and 10% for the
test. We augment the training and the validation subsets with X% of their obfuscated versions from the obfuscated dataset, with X = {25, 50, 75, 100}. As
for the test dataset, we evaluate DexRay on both the non-obfuscated images
and their obfuscated versions separately. Specifically, we assess whether augmenting the dataset with obfuscated apps can further enhance: (1) DexRay’s
performance on the detection of obfuscated malware reported in Table 5 (the
test set is the obfuscated samples), and (2) DexRay’s effectiveness reported in
Table 2 (the test set contains non-obfuscated apps).
Similarly, we evaluate Drebin on the same experimental setup, and we report
the average prediction scores of both DexRay and Drebin in Table 6.
Table 6. Performance of DexRay & Drebin after dataset augmentation

25%
50%
DexRay tested on Obf-apps
75%
100%
25%
50%
Drebin tested on Obf-apps
75%
100%
25%
50%
DexRay tested on non-Obf-apps
75%
100%
25%
50%
Drebin test on non-Obf-apps
75%
100%

Accuracy Precision Recall F1-score
0.95
0.96
0.92
0.94
0.96
0.97
0.92
0.95
0.96
0.97
0.93
0.95
0.96
0.97
0.94
0.95
0.96
0.97
0.93
0.95
0.96
0.97
0.94
0.95
0.97
0.97
0.94
0.96
0.97
0.97
0.94
0.96
0.97
0.97
0.94
0.96
0.97
0.97
0.94
0.96
0.97
0.97
0.94
0.96
0.97
0.97
0.94
0.95
0.97
0.97
0.94
0.96
0.97
0.97
0.94
0.96
0.97
0.97
0.94
0.96
0.97
0.97
0.94
0.96
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We can see that DexRay detection scores on obfuscated samples increase remarkably when adding obfuscated apps to the training dataset. With 100% data
augmentation, DexRay achieves a detection performance that is comparable to
its performance on malware detection reported in Table 2. As for the impact
of data augmentation on malware detection, we notice that the detection scores
are stable. These results suggest that data augmentation boosts DexRay detection on obfuscated malware, but it does not affect its performance on malware
detection (non-obfuscated apps).
As for Drebin, we notice that its performance on the obfuscated apps is
also improved, and it is comparable to its performance on malware detection
reported in Table 2. Similarly, its effectiveness on the non-Obfuscated apps after
data augmentation is not enhanced, but it is stable.
RQ4 answer: Obfuscation can have a significant impact on the performance
of DexRay. When the training set does not include obfuscated apps, the performance on obfuscated samples is significantly reduced. However, when the
training set is (even slightly) augmented with obfuscated samples, DexRay
can maintain its high detection rate.

5
5.1

Discussion
Simple but Effective

Prior work that propose image-based approaches to Android malware detection
build on advanced “rectangular” image representations and/or complex network
architectures. While they achieve high detection rates, the various levels of sophistication in different steps may hide the intrinsic contributions of the basic
underlying ideas. With DexRay, we demonstrate that a minimal approach (i.e.,
with straightforward image generation and a basic CNN architecture) can produce high detection rates in detecting Android malware.
Our experimental comparison against the state-of-the-art detector Drebin
further reveals that DexRay is competitive against Drebin. In the absence of
artefacts to reproduce R2-D2 and Ding et al.’s approaches, our comparison focused on the detection scores reported by the authors. Note that while DexRay
yields similar scores, both approaches involve a certain level of complexity: they
both rely on 2-dimensional convolution that needs more computational requirements than the simple form of convolution leveraged by DexRay. Moreover,
Ding et al.’s best architecture includes a high-order feature layer that is added
to four extraction units (convolution/pooling layers). As for R2-D2, in addition
to the coloured images that require a three-channel representation, it already
leverages a sophisticated convolutional neural network with 42 layers [16]. Besides, 2-d convolution may not be suitable for image representation of code since
pixels from one column of the image are not related. Such sophisticated design
choices might affect the real capabilities of image-based malware detectors.
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The Next Frontier in Malware Detection?

Selecting the best features for malware detection is an open question. Generally,
every new approach to malware detection comes with its set of features, which
are a combination of some known features and some novel hand-crafted feature
engineering process. Manual feature engineering is however challenging and the
contributions of various features remain poorly studied in the literature.
Recent deep learning approaches promise to automate the generation of features for malware detection. Nevertheless, many existing approaches still perform
some form of feature selection (e.g., APIs, AST, etc.). Image-based representations of code are therefore an appealing research direction in learning features
without a priori selection.
DexRay’s effectiveness suggests that deep learned feature sets could lead
to detectors that outperform those created with hand-crafted features. With
DexRay, we use only the information contained in the DEX file, but still we
achieve a detection performance comparable to the state of the art in the literature. This research direction therefore presents a huge potential for further
breakthroughs in Android malware detection. For instance, the detection capability of DexRay can be further boosted using the image representation of
other files from the Android APKs (e.g., the Manifest file). We have also revealed
that DexRay is not resilient to obfuscation, which calls for investigations into
adapted image representations and neural network architectures. Nevertheless,
we have demonstrated that the performance of DexRay is not affected by the
time decay. Overall, emerging image-based deep learning approaches to malware detection are promising as the next frontier of research in the field: with
the emergence of new variants of malware, automated deep feature learning can
overcome prior challenges in the literature for anticipating the engineering of
relevant features to curb the spread of malware.
5.3

Explainability and Location Concerns

Explainable AI is an increasingly important concern in the research community.
In deep learning based malware detection, the lack of explainability may hamper
adoption due to the lack of information to enable analysts to validate detectors’
performance. Specifically, with DexRay, we wonder: how even a straightforward
approach can detect malware with such effectiveness? Are malicious behaviours
that easy to distinguish? What do image-based malware detectors actually learn?
The results of our work call for further investigation of the explainability of such
approaches. Since neural networks are black-box models, explanation methods
have been proposed to interpret their predictions (e.g., LIME [32], LEMNA [33]).
Leveraging these explanation methods for image-based malware detection can
serve to interpret their prediction, and further advance this research direction.
Following up on the classical case of the wolf and husky detector that turned
out to be a snow detector [32], we have concerns as to whether image-based
malware detectors learn patterns that humans can interpret as signs of maliciousness. A more general question that is raised is whether such approaches
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can eventually help to identify the relevant code that implements the malicious
behaviour in an app. Malware location is indeed important as it is essential for
characterising variants and assessing the severity of maliciousness.
5.4

Threats to validity

Our study and conclusions bear some threats to validity that we attempted to
mitigate.
Threats to external validity refer to the generalisability of our findings. Our
malware dataset indeed may not be representative of the population of malware
in the wild. We minimised this threat by considering a large random sampling
from AndroZoo, and by further requiring the consensus of only 2 antivirus engines to decide on maliciousness. Similarly, our results may have been biased
by the proportion of obfuscated samples in our dataset. We have mitigated this
threat by performing a study on the impact of obfuscation.
Threats to internal validity relate to the implementation issues in our
approach. First, DexRay does not consider code outside of the DEX file. While
this is common in current detection approaches that represent apps as images,
it remains an important threat to validity due to the possibility to implement
malware behaviour outside the main DEX files. Future studies should investigate
apk to image representations that account for all artefacts. Second, we have relied
on third-party tools (e.g., Obfuscapk), which fail on some apps, leading us to
discard apps that we were not able to obfuscate or for which we cannot generate
images. This threat is however mitigated by our selection of large dataset for
experiments. Finally, setting the parameters of our experiments may create some
threats to validity. For example, since Android apps differ in size, the generated
images also have different sizes, which requires to resize all images in order to
feed the Neural Network. The impact of image-resizing on the performance of
our approach has been investigated in Section 4.3.

6

Related Work

Since the emergence of the first Android malware apps more than ten years
ago [34], several researchers have dedicated their attention to develop approaches
to stop the spread of malware. Machine Learning and Deep Learning techniques
have been extensively leveraged by malware detectors using features extracted
either using static, dynamic or hybrid analysis. We present these approaches in
Section 6.1 and Section 6.2. We also review related work that leverages the image
representation of code for malware detection in Section 6.3.
6.1

Machine Learning-based Android malware detection

Recent studies have been proposed to review and summarise the research advancement in the field of machine learning-based Android malware detection [35,
35, 36]. In 2014, Drebin [9] has made a breakthrough in the field by proposing
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a custom feature set based on static analysis. Drebin trains a Linear SVM
classifier with features extracted from the DEX files and the Manifest file. Similarly, a large variety of static analysis-based features are engineered and fed to
machine learning techniques to detect Android malware (e.g., MaMaDroid [11],
RevealDroid [10], DroidMat [37], ANASTASIA [12]). Dynamic analysis has also
been leveraged to design features for malware detection (e.g., DroidDolphin [14],
Crowdroid [38], DroidCat [13]). While the above detectors rely either on static or
dynamic analysis, some researchers have chosen to rely on features that combine
the two techniques (e.g., Androtomist [39], BRIDEMAID [15], SAMADroid [40]).
All the referenced approaches require feature engineering and pre-processing
steps that can significantly increase the complexity of the approach. Our method
learns from raw data and extracts features automatically during the training
process.
6.2

Deep Learning-based Android malware detection

Deep Learning techniques have been largely adopted in the development of Android malware detectors. They are anticipated to detect emerging malware that
might escape the detection of the conventional classifiers [41]. A recent review
about Android malware detectors that rely on deep learning networks has been
proposed [42]. MalDozer [43], a multimodal deep learning-based detector [44],
DroidDetector [45], DL-Droid [46], Deep4MalDroid [47], and a deep autoencoderbased approach [48] are examples of DL-based detectors that predict malware
using a variety of hand-crafted features. For instance, MalDozer [43] is a malware detection approach that uses as features the sequences of API calls from the
DEX file. Each API call is mapped to an identifier stored in a specific dictionary.
MalDozer then trains an embedding word model word2vec [49] to generate the
feature vectors. DroidDetector [45] is a deep learning-based Android malware
detector that extracts features based on hybrid analysis. Required permissions,
sensitive APIs, and dynamic behaviours are extracted and fed to the deep learning model that contains an unsupervised pre-training phase and a supervised
back-propagation phases. Opcode sequences have been extracted and projected
into an embedding space before they are fed to a CNN-based model [50]. Again,
most of these approaches require a feature engineering step and/or huge computation requirement that is not needed by DexRay.
6.3

Image-based malware detection

Different than traditional methods, some approaches have been proposed to detect malware based on the classical “rectangular” image-representation of source
code. In 2011, a malware detection approach [51] that converts malware binaries into grey images, and extracts texture features using GIST [52] has been
proposed. The features are fed to a KNN algorithm for classification purposes.
Another study [53] has considered the same features for Android malware detection. Recently, a study [54] has been published about the use of image-based
malware analysis with deep learning techniques.
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In the Android ecosystem, an malware detection approach [55] with three
types of images extracted from (1) Manifest file, (2) DEX file, and (3) Manifest,
DEX and Resource.arsc files has been proposed. From each type of image, three
global feature vectors and four local feature vectors are created. The global
feature vectors are concatenated in one feature vector, and the bag of visual
words algorithm is used to generate one local feature vector. The two types of
vectors for the three types of images have been used to conduct a set of malware
classification experiments with six machine learning algorithms. Similarly, an
Android (and Apple) malware detector [56] trained using features extracted from
grey-scale binary images has been proposed. The method creates the histogram
of images based on the intensity of pixels and converts the histogram to 256
features vectors. The authors have experimented with different deep learning
architectures, and the best results are achieved using a model with ten layers.
R2D2 [27] and Ding et al. [28] have proposed malware detectors that are also
based on image-learning and they are discussed in detail in Section 3.3. None
of the above approaches has considered an image representation that preserve
the continuity of the bytecode in DEX files. Moreover, they perform further preprocessing on the images before automatically extracting the features or rely on
sophisticated ML or DL models for features extraction and classification. Our
method converts the raw bytecode to “vector” images and feeds them directly to a
simple 1-dimensional-based CNN model for features extraction and classification.

7

Conclusion

We have conducted an investigation to assess the feasibility of leveraging a simple
and straightforward approach to malware detection based on image representation of code. DexRay implements a 1-dimensional convolution with two extraction units (Convolution/Pooling layers) for the neural network architecture. The
evaluation of DexRay on a large dataset of malware and benign android apps
demonstrates that it achieves a high detection rate. We have also showed that our
approach is robust against time decay, and studied the impact of image-resizing
on its performance. Moreover, we have investigated the impact of obfuscation
on the effectiveness of DexRay and demonstrated that its performance can be
further enhanced by augmenting the training dataset with obfuscated apps.
We have also compared DexRay against prior work on Android malware detection. Our results demonstrate that DexRay performs similarly to the state of
the art Drebin and two image-based detectors that consider more sophisticated
network architectures. The high performance of DexRay suggests that imagebased Android malware detectors are indeed promising. We expect our work
to serve as a foundation baseline for further developing the research roadmap of
image-based malware detectors. We release the dataset of apps and the extracted
images to the community. We also make DexRay source code publicly available
to enable the reproducibility of our results and enable other researchers to build
on our work to further develop this research direction.
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Next steps: We expect sophisticated image representations and model architectures to offer higher performance gains compared to the studied baseline. This
requires systematic ablation studies that extensively explore the techniques involved in the various building blocks of the pipeline (i.e., app preprocessing,
image representation, neural network architecture, etc.) as well as the datasets
at hand (e.g., with various levels of obfuscation). As part of the larger research
agenda, the community should dive into the problem of interpretability of malware classification (with image representations) in order to facilitate malicious
code localisation.

Data Availability
All artefacts are available online at:
https://github.com/Trustworthy-Software/DexRay
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